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INTRODUCTION

Online program management (OPM) services have become an important strategy for institutions of
higher education to facilitate the delivery and expansion of distance education. Usually provided by third-
party entities, OPM work can run the gamut from program development and marketing to student
advising and instruction. Because of this use of a third-party to provide capacity in the online space, we
think it is useful to frame OPMs as “Outsourced” Program Management. Institutions of higher education
are deeply reliant on third parties for a wide range of outsourced activities. These relationships are often
not disclosed, but rather involve what we call “white-labeling” - the production and presentation of third-
party activities that have been rebranded and relabeled by the institution as its own.

White-labeling is a common practice in many businesses, such as when a big box retailer creates a store-
brand product stocked by a third-party manufacturer. The producer of the actual product is masked, and
it is marketed as if it is exclusive to the retailer. Essentially the same product can also be labeled as a
store-brand by another retailer, with the consumer unaware of similarities. In higher education, white-
labeling attributes the value of the university brand to the education provided, even when the curriculum
has been outsourced.

OUTSOURCING IN HIGHER EDUCATION

Outsourcing in higher education is not limited to online program management, though it has certainly
been the focus of recent policy debates and proposed regulatory change. Yet this focus on online
education belies how common outsourcing is in other areas of higher education, such as housing and
food services, or technical services like email and cloud storage, or other activities and services
commonly found in higher education. In fact, institutions can and do outsource virtually any activity, with
few limits or restrictions.' The only thing that cannot be outsourced in higher education is the actual
degree conferral, as delegated by state authorization.

The use of the term “outsourcing” emphasizes the institution’s rebranding of certain activities or content
developed by outside entities. These activities have traditionally or formerly been handled by the
academic institution and its faculty.

When under contract, an OPM firm acts on behalf of the institution to perform or provide services and
products, and white-labeling adds the institutional name and brand to the OPM firm's services and
products to create seamless delivery. In their marketing of the programs to students, universities then
often mask or otherwise ignore the involvement of a third-party in providing the curriculum, course
design and development, instruction, marketing/recruiting, and communications with students. Seamless
delivery means students are unaware of the OPM firm's involvement. Like white-labeling in other
industries, the OPM firm can serve multiple universities, providing similar services with what looks like
distinctive branding and ownership by the respective institutions.

Non-degree bootcamps are an example of the white-labeling practice. They offer similar - even identical
- courses and programs to several universities with different branding and different prices. For example,
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part-time data analyst programs offered in partnership with edX at the University of Kansas" and Denver
College at the University of Denveri have nearly identical websites, using the same stock photos, icons,
and similar language, but with a price difference of $770. Their websites indicate partnerships with edX,
and the savvy student-consumer can save a little money by choosing one institution over the other for
the same program. These sites omit, however, details of the partnerships to make clear that the
universities are rebranding the program and only act as credential awarding authorities. The white-
labeling practice gives students the illusion they are attending a brand-name institution, misrepresenting
the true source of the educational experience.

A similar issue occurs in degree programs, where many institutions share nearly identical web page
designs for different online programs, with university website URLs prefaced by the word online - as in
http://online.university.edu. Contact forms typically use identical disclaimer language, with only the name
of the university changed. These forms grant permission for school representatives to contact the
prospective student but obscure whether they might be third-party contracted employees. OPM
agreements sometimes require firm employees to have university-branded email addresses and the
website hosted by the OPM firm to have a university IP address.” Such expectations further obscure the
true identities of the OPM employees and may mislead students into thinking they are engaging with
employees of their enrolling institution.

Moreover, like white-label producers in retail, OPM firms are known to support the same academic
program at different universities.” There is no way to know, in fact, what role the OPM firm may play in
the delivery of the program, and only the most careful student would think to review multiple websites of
differently branded programs to reveal similarities among them. The lack of transparency affects students’
agency to make decisions about their education and receive the best value and return on investment.
Conflicts of interest may arise as an OPM firm works for multiple institutions, often providing similar - or
even identical - services.

A different issue has emerged in the use of course packages that provide plug-and-play access for faculty
to run their courses with little direct student engagement. Buying curriculum is not new; across all levels
of education, teachers and faculty adopt textbooks for classes and standardize their courses around the
learning and assessment materials included in the purchase. Yet unlike these purchased materials, course
packages can be integrated into the learning management system and automated to serve online
students in asynchronous modes.

Often because they face difficult financial pressures and time constraints, faculty or academic program
coordinators make ad hoc decisions to rebrand fully developed courseware from third-party services,
complete with reading assignments, and auto-graded assessments. " Although instructors are expected to
incorporate their expertise into their classes," course packages make it easy to neglect that effort. It is a
short step from course packages to a set of modules or a complete white-label program that is
intentionally purchased and distributed by the university without substantial faculty involvement in
content creation. Moreover, faculty engagement with student learning under this model may be quite
limited, raising questions about whether the programs meet regulatory and statutory requirements of
“regular and substantive” interactions.""
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INDUSTRY PRACTICES AND REGULATIONS

Since 1966, the Federal Trade Commission has required businesses to package consumer items in such a
way to facilitate the ability to compare products. The Fair Packaging and Labeling Act specifically requires
“the name and place of business of the manufacturer, packer, or distributor”™ to prevent consumer
deception and facilitate value comparisons. This law does not generally cover higher education, but it
presents evident parallels.

The white-labeling process for online education introduces OPMs as manufacturers when they provide
the curriculum, as the packer when they build the courses and assessments, and as the distributor when
they create and host the institution-branded website, answer the phone with the institution name, or
have institution-issued email addresses. Hidden from view, students are not told that key academic
components -- including content and assessment -- are connected to the university only through a third-
party contract. Although statutes include prohibitions against misleading students and protection from
misrepresentation, it is unclear why these regulations do not extend to OPM services, such as white-
labeling practices.

We are not aware of research exploring how students in general feel about enrolling in OPM-supported
programs, but some evidence indicates that they may not be happy to find out the true source of their
degrees. In Luna v. USC, for example, students filed suit against the University of Southern California
claiming deceptive practices (a form of misrepresentation) because the Master’s in Social Work was
outsourced to a for-profit education company.”

STUDENTS’ RIGHT TO PRIVACY

White-label programs may also have privacy implications, as they may leave the confidentiality of
students’ enrollment and educational records unprotected by the Federal Education Right to Privacy Act
(FERPA). FERPA is meant to give students control about what information is shared and with whom.
Indeed, OPM contracts often include specific mention of FERPA and acknowledge certain aspects of
students’ educational records cannot be shared.” However, FERPA was written in the 1970, during a
time in which policymakers assumed “institutions” were singular academic entities with full control over
all student information. White-labeling changes this model because of the extent to which programs can
now be outsourced, going beyond the walls of the university.

White-labeling OPMs creates at least three challenges with applying FERPA. First, FERPA only applies to
enrolled students and not prospective students, which makes the buying and selling of student data a
lucrative process to generate revenue for the OPM firm. In fact, some OPM agreements grant
themselves™ ownership of prospective students’ information if collected while under contract.

Second, FERPA assumes students know their rights to privacy and assigns students control over how
their data are used. As OPM agreements typically remain undisclosed, students have no reasonable
expectation to even know to request their information be withheld from OPM firms, let alone know what
and why educational data are shared outside of the university.*

Last, third-party agreements can include information collected through online activity and student
responses in the third-party service that are unlikely to be considered under the current FERPA
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guidelines. FERPA has not yet addressed digital educational records, like log-in activity or web browsing
practices, that can be kept in perpetuity and used beyond the individual student educational process.™

FERPAs mainstay that sharing data may only occur for legitimate educational purposes can apply in most
any situation with third-party services.* Through contracts, OPM firms are delegated responsibility as
school officials to gain access to data, yet OPM firms’ collection and use of students’ data are not
publicly stated." FERPA misses many of the privacy concerns that emerge with white-labeled activities
and services.

POLICY RECOMMENDATIONS

Future policy should differentiate between various forms of outsourcing and pay specific attention to
white-label programs. Rather than tackling the broader picture of outsourcing, we will focus our
recommendations here on the white-label phenomenon.

1. Disclose specific outsourced companies and services or products. While media outlets and
the federal Department of Education have paid most attention to enrollment and instructional
services, OPM firms are used to outsource a constellation of curriculum and course offerings
as parts of educational programs. Language in current regulations suggests students should
know if their institution is not providing parts of their educational program. For instance, 34
CFR 668.43(a)(12) requires an institution to disclose what part of the educational program it
is not providing, the information about the entity performing the duties, modality of delivery,
and the additional costs students may incur. This requirement, however, largely excludes OPM
activities. Adapting the existing language to explicitly include OPM services, like white-labeling,
could be a modest modification of existing policy.

Some schools have started listing their partnerships in ways like the University of West
Florida's statement about third-party management,™ which appears on the bottom of the
institution’s website. Employers may also want to be aware of these differences so they can
weigh the reputation benefit for the same program offered at different institutions. Colleges
and universities could be required to inform students about specific partnerships and how a
third-party may be interacting with them during the educational process. Additionally, new
regulation could also require the white-label provider to disclose where it is providing similar
services to other institutions.

2. Require disclosure of OPM services and products to students. Comparison shopping
already exists to some extent in higher education. Efforts such as the College Navigator
Financial Aid Shopping Sheets®" are meant to provide students with enough financial
information to make price-based decisions. The price of education is critical, but a full
comparison should include information about who is actually providing content for programs
so students will understand whether prices reflect mere branding differences.

XXi

and

Existing areas of regulation suggest students have the right to know about what they are
buying when attending a postsecondary institution. State Authorization Reciprocity
Agreement (SARA)* rules mandate institutions post information related to licensures and
certifications so students can decide if the academic program meets their state’s requirements
before enrolling and to prevent students from earning unusable degrees in their state. Other
consumer protection rules exist, too, like crime reporting through the Clery Act™" and the
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Gramm-Leach-Bliley Act*™ for personal data protection. New Jersey introduced a bill*" in
2022 that would require institutions to submit notice to the secretary of education about
OPM contracts. Students-as-consumers is not a new concept, though disclosure about OPM
services and products has largely escaped regulatory oversight.

3. Distinguish core and periphery services. At play with white-label programs is the very
difficult process of defining what is unique or distinctive about a college or university. What
must an institution of higher education do to maintain its identity and legitimacy as an
academic entity? Outsourcing activities directly or closely related to teaching and learning
may fundamentally change the institution and divert it from its core purpose; prohibiting the
outsourcing of core functions already exists in other federal statutes. As noted above, the Fair
Packaging and Labeling Act may serve as a roadmap toward regulating white-labeling in higher
education by ensuring that the actual source of academic activity is made clear.

Another approach could adapt the Federal Acquisition Regulation section on Inherently
Governmental Functionality™i to define certain activities that universities cannot outsource to
external contractors. These “Inherently Educational Functions” must be performed by
institutions of higher education or require additional oversight if an institution chooses to
outsource these areas. ldentifying these core functions would not be easy. For example,
“teaching” could include a legitimately outsourced learning management system™i while
drawing the line on inserting unacknowledged white-label content into that system.

4. Expand definitions and clarify educational program language. Regulations already exist that
set expectations for certain educational processes to be provided by institutions, up to a
point. For example, regulation 34 CFR 600.2 states:

The Secretary does not consider that an institution provides an educational program if
the institution does not provide instruction itself (including a course of independent study)
but merely gives credit for one or more of the following: Instruction provided by other
institutions or schools; examinations or direct assessments provided by agencies or
organizations.®™

Clarity about what is meant by “instruction” under this regulation may be a pathway toward
addressing the ambiguous nature of outsourced programs that the university nonetheless
maintains it provides. Under current regulations, instruction is seen as the direct delivery of
teaching and does not typically include course design. In the online world, however, course
design is fundamental to the instructional space, especially in asynchronous learning modes.
Also, “institutions and schools” should expand to include companies and organizations
offering accredited educational programming and instructional materials through white-label
service agreements. In doing so, some limitations can be put on the type of core activities that
institutions can outsource.

5. Expand FERPA to better protect and define students’ digital data enrollment record. In its
current state, FERPA lacks the means to protect students’ information in third-party
agreements. FERPA has not kept pace with what digital data are included in an “educational
record,” or how data might be used by third parties.** FERPA should be updated to detail
what constitutes an educational record and attend to students’ digital data. If OPM firms serve
as school officials, then they should also have to follow FERPA and be held accountable to
protect students’ educational data from being sold or shared to other parties. Firms should
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also be required to report how they use data for other marketing purposes, complete with
audits and consequences like those institutions can face.

No single regulation can, or should, attend to the nuances of white-labeling practices in higher
education. Instead, the five recommendations here recall existing regulations and act as a starting point
for policymakers to think about the specific and unique concerns from which to build a constellation of
policies.

CONCLUSION

White-label programs in higher education, designed and supported by OPM firms, pose unique
challenges to current policy. In part this is because OPM firms and services are either exempt from policy
or fall into a gray area that policy has not yet considered. Policymakers, however, do not need to develop
entirely new structures and systems of oversight to capture the significance and mitigate the risk of white-
labeling.

We have identified several existing policies and laws that can be modified or designated to serve as
models for regulation. Institutions of higher education should be held accountable as centers of
academic thought and authoritative validators of learning, and not mere name-brand holding companies
for nameless white-label content. We see a path toward a regulatory framework that recognizes the
reality of white-labeling as it exists now, while placing guardrails around how it is deployed within the
higher education ecosystem.
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